1. Domain - Requires a specific server to control access to the network's resources; Requires running a different version of Windows; better suited for large networks

* NOTE: Pro versions and GREATER

* Win 7 Pro/Enterprise/Ultimate
* Win 8 Pro/Enterprise
* Win 10 Pro/Enterprise/Education




2. WorkGroup - The SIMPLEST of the 3 network sharing technologies; the DEFAULT for EVERY versions of Windows; nothing special about this; best suited for small networks (few users and security concerns); provides almost NO SECURITY and requires a lot of signing in to get to resources

* EVERY version of Windows

- Logical groups of network devices; every device is a standalone system; everyone is EQUAL




3. HomeGroup - Is already inside of versions of Windows; Completely shares "Libraries" instead of files and folders; Connects a group of PCs using 1 COMMON PASSWORD (no user names needed); Libraries: Pictures, Music, Videos, Documents, and Printers

* EVERY version of Windows; although not supported on Windows 10

- Works on a single PRIVATE network ONLY; uses 1 common password




4. Bitlocker - Encrypts the entire drive (FDE [Full Disk Encryption] or selected portion of a drive (portion of the drive that's being used)

* NOTE: Win 8 and up is Pro versions and GREATER
* NOTE: REQUIRES 2 volumes to set up; 1st is 100 MB and the PC boots from it; 2nd holds all of the OS data

* Win 7 Enterprise/Ultimate
* Win 8/8.1 Pro/Enterprise
* Win 10 Pro/Enterprise/Education




5. EFS (Encrypting File System): Can encrypt individual files or folders on a PC

* Pro versions and GREATER; on ALL versions of Win 10

* Win 7 Pro/Enterprise/Ultimate
* Win 8 Pro/Enterprise
* Win 10 ALL VERSIONS

* NOTE: Right-click on a file/folder > Properties > "Advanced ..." button > check "Encrypt contents to secure data"




6. BranchCache: is a WAN (Wide Area Network) bandwidth OPTIMIZATION technology; it fetches content from the main office (or hosted cloud) and caches the content at other branch offices, which allows client PCs to access the content locally rather than over WAN (Wide Area Network)

* Win 8/8.1 & Win 10 Enterprise/Education ONLY




7. App Locker - Controls how users can access and use files, such as executable files, packaged apps, scripts, Windows Installer files, and DLLs

* Win 8 Enterprise/Education
* Win 10 Enterprise/Education




8. Hyper-V - A native "hypervisor"; implements isolation of virtual machines in terms of a partition

* Win 10 Pro/Enterprise/Education

* NOTE: is built into Windows as an optional feature -- there is no Hyper-V download
